AGOSTINHO RIBAS CYBERSECURITY ANALYST

Cambridge, UK infosec@agostinhodigitalninja.me

SECURITY ANALYST | SOC L1 | INFOSEC | SECURITY ENGINEER | BLUE TEAMER

QUALIFICATION SUMMARY

I'm a highly skilled and adaptable professional with a decade of teaching experience. I have a strong
passion for Infosec and have sharpened transferable skills such as attention to detail, problem-solving, and
the ability to work under high pressure. My journey in the realm of computer science and programming
has led me to develop a keen interest in cybersecurity. I'm now eager to transition into this field and am
particularly interested in joining a security operations center (SOC) as a Tier 1 Analyst. Thank you for
reviewing my resume!

KEY SKILLS
v Incident response v’ Python v Tcpdump v GDPR
v/ Security hardening v SQL v/ Snort v OWASP
v’ Cloud security v Kali Linux v’ Splunk v Mitre Att&ck

RELEVANT PROFESSIONAL EXPERIENCE

Teacher 2016 - Present
Vision for Education Cambridge, UK

e Orchestrated seamless collaboration across 10 departments, enhancing inter-school
synchronization for streamlined operations and improved efficiency.

e Empowered 30 students with comprehensive knowledge of 'Online Data Security,' fostering a
cyber-aware culture within the community.

e Produced insightful half-term reports, providing a comprehensive overview of student progress,
grades, development, and participation, fostering effective communication between parents and
the school.

e Revolutionized PE classes by strategically integrating cutting-edge technology as pedagogical
tools, including pedometers, heart rate monitors, health-tracking applications, video resources,
and data analysis. This innovation elevated the learning experience, fostering holistic student
development and engagement.

ADDITIONAL EXPERIENCE
Forage - Cybersecurity Job Simulation 2023
PwC Switzerland Remote

e Completed a job simulation involving cybersecurity for PwC Digital Intelligence, gaining
experience in understanding and explaining the concept of integrated defence.

e Developed expertise in integrated defence strategies and their application in real-world scenarios.

Conducted risk assessments and formulated security recommendations for a client.

e Demonstrated proficiency in cybersecurity terminology, network segmentation, and firewall
configuration.



Cybersecurity Virtual Experience Program 2023
Mastercard theforage.com

e Completed a job simulation where I served as an analyst on Mastercard’s Security Awareness
Team.

e Helped identify and report security threats such as phishing.

® Analyzed and identified which areas of the business needed more robust security training and
implemented training courses and procedures for those teams.

EDUCATION

Certificate, SOC Level 1 Set 2023 - Feb 2024
TryHackMe Online Training
Certificate, CompTIA Security+ (SY0-601) 03/11/2023
CompTIA Peterborough, UK
Professional Certificate, Google Cybersecurity Specialization 2023
Google Coursera
Certificate, Computer Science Jun 2022 - Dec 2022
Harvard University Remote/edX
NCFE Level 3 Certificate, Cybersecurity Practices Dec 2022 - July 2023
Capita Remote Learning

INFORMATION SECURITY PROJECTS

Home Lab: I am building a hacking lab in Microsoft Azure to simulate an enterprise network and
vulnerable machines (ongoing).

Training: Cybrary (IT and Cybersecurity Foundations); HTB Academy (SOC Analyst); LetsDefend
(SOC Fundamentals).

Personal Website: https://agostinhodigitalninja.me/

Social Media: https://www.linkedin.com/in/a-ribas/

LANGUAGES

Portuguese Native
English Professional
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